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Introduction

Of the many services provided on the Internet, a newly emerging service seemsto
be peer-to-peer file sharing. Peer-to-peer technology enables users to connect to the
personal computer of others. One particular application is the providing of an index of
MP3 files, making searching for files and connecting to other people’s PCs easier.

Some issues being raised of such services are security threats, privacy concerns,
and copyright issues. The threats to security and privacy come from the potential to
access restricted parts of the user’s hard drive, and gain access to private and confidential
data. Also, there is much uncertainty about how pricing and cost recovery can be
structured for such systems.

In this paper, we suggest the use of incentives using a principal agent framework

to create a payment scheme for Internet-rel ated peer-to-peer services. We suggest that the



use of incentives in the payment scheme may provide users with better service and reduce

some of the concerns.

Principal Agent Model

Principal agent theory helps to identify the conditions under which the interests of
aparty, the principal, will be realized through establishment of a relationship with
another party, the agent (Ross 1973, Bowie and Freeman 1992). Principal agent
relationships exist when the principal wants a task done, service provided, or output
produced and for a variety of reasons, relies on someone else (the agent) to complete the
task, provide the service or produce the output (Holstrom 1979). A principa agent
problem arises when agents have hidden information about the outcome, are risk averse,
or it isnot easy for the principal to monitor the agent. Principal agent theory seeks to
understand real life problems of loss of control, information asymmetry, monitoring
costs, and conflicting goals in organizations. Essentially, principal agent theory suggests
that both the principal and the agent exhibit self-interest behaviors.

To enhance sharing of goals with the agent, the principa can enforce certain
conditions through a contract, or incentive scheme. The principal’s goal isto devise an
incentive scheme under which the agent will not shirk. At a minimum, the incentive
scheme should satisfy two conditions. First, the agent must be willing to accept the
incentive scheme. In other words, the incentive scheme must offer the agent at least as
much utility (satisfaction) as the agent’s next best alternative, or threshold wage, also
known as the agent’ s reservation utility. This reservation utility is the compensation that

the agent could receive by performing some other task rather than work for the principal.



If the agent is not offered at least this amount, the agent will prefer to work for someone
else. Second, the scheme should induce the agent to provide the level of effort that the
principal desires.

The principal agent problem can be stated mathematically. The mathematical
analysis of the principal agent problem in the single-agent case can be stated as follows:
The principa (P) wantsto hire an agent (A) to perform a service. The output (X) depends
on the agent’s level of effort (), and arandom factor that the agent does not control. In
the context of Internet peer-to-peer technology the random factor may cover a number of
things such as atemporary shutdown of some Internet servers, connection problems due
to heavy bandwidth, peers intentionally logging off and thus severing the connection, etc.
The principa’s goa isto devise an incentive scheme (1) that maximizes his utility (Up)
while ensuring that the agent receives a utility (Ua) that is at least as much as the agent’s
reservation utility (threshold wage) K. Thus, following Holstrom (1979) the principal’s

problem becomes:

max E{ Up(X-1(x))} 1)
subject to E{UA(I(X)} 3 K 2
subject to E{Ua(I(X), €} 3 E{Ua(I(X), €} fordl e e 3

This saysthat (1) the principal wants to choose an incentive scheme I(x) to
maximize her expected utility, subject to (2) the agent’ s utility must be at |east as much
as hisreservation utility (or threshold wage), and to (3) effort level e is more desirable

(resultsin at least as much payment) to the agent than any other effort level.



Application to Napster

One of the most popular peer-to-peer services now available is Napster. Napster
(http://www.napster.com) acts like a music search engine, maintaining servers that
contain directories of music files kept by registered users. The music files themselves
remain on the user’s hard drive. Napster’ s software provides users with alist of active
users that possess the files they are looking for, provides a connection between the
cooperating users computers, and transfers the desired file. This serviceis currently free
and has not paid copyrighted-related royalties. The popularity of this and similar services
has alarmed many elements of the music industry and has led to them suing the company
for violating copyright laws (http://www.riaa.com/Napster_legal.cfm). In addition to
these intellectual property issues, the security of computers registered with Napster and
the privacy of information in them is also of concern.

Some possible principal agent relationships in this area are between the Internet
user and Napster, recording artists and Napster, and the music industry and Napster.
These are multiple principal single agent relationships. In the first relationship, users
(acting as principals) desire to find and download MP3 music files. Napster (the agent)
provides a service by maintaining an index of MP3 databases. If recording artists or
others in the music industry (principals) decided to use Napster-like services as a medium
to sell their music or other goods or services, Napster could act as an agent providing
marketing services as well.

Napster currently receives no fee for its services. Potential investors have
suggested that it collect subscription fees from members, persuade record labels to use

the service as a marketing tool, or act as an e-commerce outlet for CDs (Harmon 2000;



Kover 2000). But incentive-based pricing schemes tied closely to the agent’s effort
(where the effort includes that required to maintain security and privacy, and protect
copyrights) may provide an alternative to subscription-based plans, and are more likely to
ensure that the agent will provide an effort level required to maintain the principals
desired level of service.

In the principal agent paradigm, the principal’s goa is to provide an incentive
scheme under which the agent will not shirk. In other words, the users want Napster to
maintain an updated index properly (without broken links, flaky or malicious computers,
etc.) Napster or another service could maintain alist of only those files that have a
copyright protection mechanism (which have proven in the past to be wildly unpopular)
or could exert more efforts to preserving the security and privacy of the principals
computer systems.

If we assume that Napster, the agent, is (somewhat) risk-averse (i.e. prefersa
“sure thing” to a bet of equal value), the principals can offer an incentive scheme with a
risk premium that provides enough incentives so that the agent does not shirk and accepts
acertain degree of risk.

For the various relationships, the output and effort level can be defined as follows:

When the principal is the Internet user, the agent’s output x can be the money that
the user saves by downloading music files from Napster rather than buying CDs or tapes
or other traditional physical embodiments of the music. The agent’slevel of effort e can
be defined as the effort required for maintaining the index of files (in terms of manpower,

eguipment, etc) in monetary values.



In other relationships, the recording artist (or record companiesin their role as
copyright holders) can offer an incentive scheme that pays according to the number of
times their music is searched for and downloaded.

As an example, consider the problem facing the Internet user of employing
Napster to provide an indexing service. For smplicity, assume that Napster can either
exert ahigh level of effort (e = 1) or alow level of effort (e = 0). We can define ahigh
effort level (e = 1) as effort required to maintain the index properly in addition to
providing security, privacy and copyright protection. Low effort level (e = 0) can be
defined as the minimum effort required to maintain the index. In this example, let the
output be x = 1 if the desired file is found and downloaded with traditional security,
privacy, and copyright protection, and x = O if it is not. In this example, effort level and
output are not dollar values, but binary values. Of course, this example can be expanded
to include more than two levels of effort and output, making the model more realistic. For
example, output can be high, medium or low. High output can be when files are
downloaded with traditional copyright, security and privacy protection, medium output
can describe situations where files are downloaded without these protections, and low
output can be when files cannot be downloaded. To make the model even more redlistic,
output x can be a continuous random variable that represents user profit (or savings) in
dollar values. These other models may be developed later, but aren’t necessary to make
the point of this paper, about the utility of principal agent theory for describing certain
Internet peer-to-peer transactions. For the scope of this paper, we will limit our effort and

output to binary values.



Even with the agent exerting maximum effort, random factors outside his control
(as described above) affect the user’ s ability to download successfully. Thus we assume
that the probability of successfully downloading the file, given the agent’s effort level, is

as shownin Table 1.

Table 1. Outcome Probability

effort (e)
0 1
output (x) | O 0.5 0.25
1 0.5 0.75

Limiting our discussion to compact discs (CDs) for smplicity, if we assume that
one CD costs $15, and there are approximately 15 songs in one CD, the Internet user
stands to save the expense of 1 (dollar) for each file they download rather than buying in
the traditional manner a CD containing the desired file. Additionally, the user will stand
to make a savings of O if the file is not downloaded properly. The Internet user’s utility
equals the output minus what Napster charges him: Up(x) = X - 1(x). If we assume that it
costs Napster 20 centsto provide a unit of effort per file (0.20€), then Napster receives a
certain degree of utility from its net profit, which would be the incentive scheme (what it
charges the user) minus the cost of effort for that one file. Napster’s utility in this case
can be represented as (I (x) ) — 0.20e. Here, we are using a specia case of a class of
functions known as power functions to describe utility. Power functions take the form U
=BX?%a. Inthisexample, B = 0.5, X = I(x), a = 0.5. As a decreases, risk aversion

increases (Besanko et al. 1996).



Our last assumption is about Napster’s reservation utility K. If we assume that

Napster can get the same utility by charging companies to display ads on its Web site,

this value can be used as the reservation utility. A typical rate for general, not-very-

targeted web sitesis 1 cent per person per visit to the Web site. (Wilson 2000). Since

Napster isarelatively popular Web site, for this example we will assume that the

reservation utility is 0.05 (i.e. Napster can get the same utility by charging 5 cents per

person for an ad on its web site, avalue 5 times greater than a general Web site).

Table 2 summarizes our assumptions up to this point.

Table 2. Summary of Variables

Variables Values Description
High (e=1) Effort to maintain index and provide
Effort Level e security, privacy and copyright
protection
Low (e=0) Minimum effort required to maintain
index
Successful (x = 1) File is downloaded with security,

Output x

privacy and copyright protection

Unsuccessful (x = 0)

File is not downloaded properly

Principal’s Savings

lorO

Principal saves adollar for every file
downloaded

Cost of Effort 0.20e Each unit of effort costs 20 cents/file

Agent’ s Utility QI(x) ) —0.2e The agent’ s utility is the utility
received from his proceeds, minus the
cost of effort

Reservation Utility K | 0.05 Napster can receive the same utility by

charging 5 cents/person for banner ads




Given dl this, we can now formulate the Internet user — Napster relationship asa

specific instance of principal agent theory, where the principal’ s problem becomes:

max E{x — (x)} (4)
subject to E{ (I(x) ) —0.2¢} 3 0.05 (5)
subject to E{((1(x) ) —0.2¢e} 3 E{QI(xX) ) —0.2¢} foradl € e (6)

This says that the Internet user wants to (4) maximize her utility which isthe
money he saves from downloading afile (as opposed to buying) minus the payment to
Napster, subject to the constraints that (5) Napster’s utility should be at least as much as
the utility it would receive from displaying banner ads (5 cents), and (6) exerting effort
level ewill yield at least as much utility to Napster as any other level.

If ahigh level of effort (e = 1) isdesired, we can use the probabilities from Table
1 to describe the specific problem:

max{ (1 —1(1))* 0.75 + (0-1(0))*0.25} (7)

subject to (1(1) ) —0.2)*0.75 + ((1(0)) —0.2) *0.25 3 0.05 (8)

subject to (1(1) ) — 0.2)*0.75 + ((1(0)) — 0.2) *0.25 3 ((I(1) ) *0.5+ ((1(0) ))
*0.5 (9)

In particular, (7) says that the principal’ s expected utility for ahigh effort level (e
= 1) should be maximized, subject to the constraints that (8) Napster’s expected utility is
at least as much as 5 cents, and (9) exerting a high level of effort (e = 1) should provide
Napster with at least as much utility as exerting alow level of effort (e = 0).

This maximum is reached when 1(1) = 0.2025 and 1(0) = 0.1225. Furthermore, the

principal’ s expected utility, Napster’s expected utility when providing a high effort level



(e=1), and Napster’ s expected utility when providing alow effort level (e = 0) are
respectively E(Up) = 0.5675 , E(Ua(e=1)) = 0.5, and E(Ua(e=0)) = 0.5. For adetailed
description of how these values were obtained, please refer to Appendix A.

In this example, we will round the numbers so that they can be discussed in terms
of dollars and cents. In other words, 1(1) = 0.20, [(0) = 0.12, and E(Up) = 0.57. Thus, for
every file downloaded, the Internet user pays 20 cents to Napster if it is successful and 12
centsif it isnot. This gives the user an expected utility (or expected net savings) of 57
cents. Also, the agent’s utility for the two effort levelsis equal. In other words, the agent
isindifferent between the two actions and their associated rewards. In such cases, we can
assume that factors outside of the principal agent paradigm (such as reputation and
ethical values) will induce the agent to select the action more favored by the principal
(Bowie and Freeman 1992).

Other principal agent relationships in Napster applications can be examined
similarly. For example,

Principal isthe recording artist: If the recording artist makes a profit of 50
cents for his music every time it is downloaded, the artist’s utility becomes
Up(x) = 0.5x — I(x). Also, assuming that a principal agent relationship between
the Internet user and Napster had been established, Napster could now
announce its reservation utility K as the utility it receives from payment by
Internet users. Thus, the new reservation utility can equal E{1(x)} =1(1)*0.75
+1(0)*0.25 = 0.20*0.75 + 0.12*0.25 = 0.18. In other words, K equals 18

cents.
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Principal is the recording company, acting as copyright holder: If the company
also makes a profit of 50 cents for each file that is downloaded, the company’s
utility becomes Up(x) = 0.5x — I(x). For the same reason stated earlier, the
reservation utility K can be 18 cents for the relationships between recording

companies and Napster.

Of course, it may be possible that the models for each relationship have different
reservation utilities. For example, when recording companies are the principals, Napster’s
reservation utility can be the compensation it would receiveif it were to provide
copyright protection services for other companies. Even within a relationship, Napster
could have different reservation utilities for different principals. An example would be if
(for recording artists) Napster were to have alower reservation utility for a startup band
than for a famous profitable group. Thiswould give starting artists a better chance to
make themselves known and make some money. But usually, in principal agent theory,
principals and agents are thought of as rational, utility-maximizing beings (Fukuyama
1995). Therefore, reservation utilities that are not self-maximizing to the agent may not
be realistic.

Table 3 shows the resulting incentive schemes when the variables are defines as

above.
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Table 3. Sample Incentive Schemes Per File
(when the principal wants to induce ahigh level of effort)

Savingy | 1(x=1) | 1(x=0) Principal’s K
Profit ($) Expected Net | (Reservation
Profit Utility )
E{x-1(x)}
Internet User 1 0.20 0.12 0.57 0.05
Recording Artist 0.5 0.34 0.05 0.11 0.18
Music Company 0.5 0.34 0.05 0.11 0.18

These results illustrate savings that the Internet and in particular peer-to-peer
technology can bring to distribution of intellectual property. The three principals named
above each improve their positions over today’s situation by either receiving
compensation for the sales of their intellectual property, or being guaranteed that the
merchandise they receive is not a bootlegged copy and does not harm the security of their
computers or compromise their privacy. Even at this early stage of analysis, large
numbers of playersin the supply chain drop out, and thus provide resultant savings to the
end-user. In particular there are no costs, and none reflected, for agents, music reviewers,
fabrication companies, distribution companies, jacket design firms, etc. To the extent that
these and other players provide services valuable to the user, they could themselves be
agents (to one or more of the principals above) or their services could be provided by an
agent with a broader mission or the same agent at a higher price. For example, if Napster
were to provide (say) music review services as well, assume that this would increase their
effort costs to 30 cents per (reviewed) file, rather than the 20 cents charged in the

previous example. Napster’s utility would now equal (1(x) ) —0.3e.
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Using this utility, the problem would now be

max E{x — 1(x)} (10)
subject to E{ (1(x) ) —0.3€} 3 0.05 (11)
subject to E{((1(x) ) —0.3¢e} 3 E{QI(xX) ) —0.3¢e} foradl € e (12)

When solving for a high level of effort, the maximum would be obtained when 1(1) =
0.42, and 1(0) = 0.30, and the principal’s expected utility would be E{ x-1(x)} = 0.36.
The Internet user would now pay either (1) = 42 cents for a successful download, or 1(0)
= 30 cents for an unsuccessful one with an expected net savings of 36 cents. The result
would be that the Internet user would now only have an expected savings of 36 cents not
57 cents (in the case where effort was 20 cents per unit) per file. But he or she would

have the benefit of music reviews for that file.
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Conclusion

Internet-rel ated peer-to-peer services may become very widespread, but there are
concerns regarding security and copyright issues. Price models for these services have
not yet been thoroughly explored though several have been suggested. This paper
introduced the use of incentive schemes as a means for these service providersto receive
payment for their services while simultaneously reducing the risks related to security,
privacy, and copyright issues.

Principal agent theory and the model it uses acts more as a guideline than a
solution. It can be used to examine the relationship between risk attitudes, effort levels,

and the use of incentives.
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APPENDIX A. DERIVATION OF THE MODEL
Optimization problems with constraints can be solved using the Lagrange
Multiplier method. The Lagrange Multiplier method is used to find the extremum of | (c1,
C2 ..., Cn) SUbject to the constraint g(cy, €2, ..., Cn ) £ C, where| and g are functions
with continuous partial derivatives. For a more detailed discussion of the Lagrangian

Multiplier method, see Huang and Crooke (1997).

To find the extremum, each of the partial derivatives of the Lagrangian function
should equal 0 where the Lagrangian function L is defined as

L = (cy, Co, ..., Cp) +1 g(Cy, Co, ..., Cp)

where| isthe Lagrangian multiplier

In other words,

ILAci=0(forali=1...n)

LAl =0

The stationary point (C1= X1, C2 = X2, ..., Cnh = Xp) that satisfies the above
conditions is the point where | (c1, C2, ..., Cy) IS an extremum under the given constraint.

This method can be extended to more than one constraint by adding additional

Lagrangian multipliers as needed.
In our principal agent problem involving Napster, the principal’s problem was

generdly stated as:

max E{x —I(x)} 4
subject to E{ (1(x) ) —0.2€} 3 0.05 (5)
subject to E{Q(I(x) ) —0.2¢} 3 E{(I(x) ) —0.2€} foral e ! e (6)
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Toinduce a high level (e=1) of effort, the problem is;
max{ (1—1(1))* 0.75 + (0-1(0))*0.25} ©
subject to (((I(1) ) —0.2)*0.75 + (X(1(0)) —0.2) *0.25 3 0.05 ®)
subject to (((1(1) ) —0.2)*0.75 + (CXI(0)) — 0.2) *0.25

* (A1) *0.5+(X1(0) ) *0.5 (9)

These can be further smplified as follows:

max (0.75(1— (1)) — 0.251(0)) (72)
subject to 0.7501 (1) + 0.25(1(0) —0.252 0 (8a)
subject to 0.250(1) - 0.25Q(0) —0.23 0 (9a)

Formulas (7athrough (9a) can be seen as an optimization problem with two
variables (1) and 1(0). For readability, let us substitute c, for I(1) and c for 1(0). Using

the Lagrangian Multiplier method, (7a) through (9a) becomes:

max; (C1, C2) = 0.75(1—c1) — 0.25¢c; (7b)
subject to gi(c1, €2) = 0.75Cc; + 0.25Cc, —0.253 0 (8b)
subject to gx(c1, €2) = 0.25Cc;— 0.25Cc, —0.23 0 (9b)

Letting | and mdenote the Lagrangian multipliers, the Lagrangian function
becomes:
L =1 (C1, Cc2) +1au(cy, €z + muz(cy, C2)
= 0.75(1-c1) —0.25¢, + | (0.75Cc1 + 0.25Cc, —0.25) + n(0.25Cc; — 0.25Cc; —

0.2) (10)
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To find the point where | (¢4, €2) is maximum, we need to find the partial
derivatives of L and set them equal to O (L/lc. =0, L/fc2 =0, L/l =0, L/ m= 0):
fL/flc1 = -0.75 + 0.375! (/Ccq) + 0.125m(1/Ccq) =0 (11)
Multiplying (11) by 8 and moving the constant to the right hand side gives us:
IL/Mci= (V&) 3B +m)=6 (12)
Now, for the second partial derivative (fL/fc2):
iL/flc2 =-0.25 + 0.125] (1/Cc,) —0.125m(1/Ce,) =0 (13)
Multiplying (13) by 8 and moving the constant to the right hand side gives us:
LMic = (UC)(I-m =2 (14)
The partial derivativeswith| and mare:
L/l =0.75Cc, + 0.25Cc, —0.25=0 (15)

iL/fm= 0.25Cc; - 0.25Cc, —0.2=0 (16)

Adding (15) and (16) gives us the solution to Cc:

(c;=0450 c;=0.20250 [(1)=0.2025 (17)

Substituting this value into either equation (15) or (16) gives us

Gc,= -0350 ¢,=0.12250 [(0)=0.1225 (18)

If we substitute the valuesin (17) and (18) into (12) and (14), we can obtain the
values for the Lagrange multipliers| and m Theresultsyield| =0.5 m=1.2.

The expected utility of the principal is now:

E(Up) = E{x—1(X)} =(1-1(2))*0.75 + (0—1(0))*0.25

= (1-0.2025)*0.75 + (-0.1225)*0.25 = 0.5675

The expected utility of the agent when he provides a high level of effort is:
18



E(Ua(e=1)) = E{XI(X) ) — 0.26} = (XI(L) — 0.2)*0.75 + (€Y1 (0) — 0.2)*0.25
= (0.45-0.2)*0.75 + (-0.35 - 0.2)*0.25 = 0.05
E(Ua(e=0)) = E{CXI(X) ) —0.26} = (XI(1) *0.5 + ((I(0)*0.5

= (0.45)*0.75 + (-0.35)*0.5 = 0.05
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